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2. TilOEtt had previously been a Sab ;ds 

II jxioo City ( 1 933-1 940) w _d Santia; o( 1 940-1 943 ) 
3# The notes are in two parts:- 


5 y a.iployco in 


m ho notes are in two parts:- 

a) SIDOFCVER.'B’.d-IHEK and 


“■ f -A i*- w/,l c U --L * Jil v "- - v 

bj GRbIQViilJ :Ziv'.(i ar,d .xpjju-.tr to include TIKbii'e entire 
laio .-.'ledge of Gera&n crypto, graphic systems. He has now been 

. m n 


cl, irod fox release. 
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DECLASSIFIED 


I. "INOOKTJ FbfTCFN" 

TcIPIIER PAiHENCOOB) 


1 * ^Deutac her ga tjbuch^ This *ia a German language code book which is 
used in first placing a message i it o a nuraoer coder It was not regarded 
by the German foreign Office as being secret (Jhichi geheim")*F.O. missions 
in the English speaking countries used an "Anglisohe Sat zb uch "which 
s imila r ly gave a f ' i v e f i gur e co de i or En - .• I i - i wo r ds . A 1 t h o ugh not secret 

and not a commercial code, tne "Gatzlmoh" was used only by ti, German F- 
0. and not by other branches of the government . In all Latin America, 
German embassies and consulates used the "Deutsche^ Satzbucl ff a 


”Engiisohe aatzbuch” is believed, to have been used in 


uile 


U*S. 


2 . I h o f e r nb 1 c ok ?t ( c i pile r ^ -a a ) ■ yji 1 3 n: ; e d i a t , 1 0 nc xt l , t ep 0 . The block 

con: is cl o: 100 sheets of paper eons ecut i \n,ly numbered fro. a 1 to 100 * 

‘.,ch L ieef ,; b.l ock blat c" had printed on it 8 lines of 5 digit numbers, 

W m ^ 

6 groups p -r f ine— a total of of the 5 digit groups per cage 


Security ; The ■ numoers on the pad were believed to be chosen 


on 


,*• •!' -r ' t 
JLi . b u *-X 




baora, but a machive was not known to have seen used 


Tuo 


'’■bi-.j cfh... re made up in duplicate in Berlin, where cne copy was kept 
for decoding, while tho other copy was sent to the Foreign j-ubassy. The 
pads were bound in paper, threaded with thread, thu ends of which’ - r ore 
scaled to the back of the pad* Two sheejfcbj themselves were perforated and 
could be cut out of the pad, era at a time, ith a knife, bach page was 
used for but one message j Used sheets wore kept for one month 
(in Mexico etna Guile) and then burned. 


b. Unos Numbers on the "blocs: 


V t 


were added to the message as 


i r 1 

it had come out of the "Satzbuok'h The blocks were of different colors 


and each consulate used only one color 
finding the proper pad fpr decoding; 


In Berlin thi i i ei Lj L* X 1 m j tod in easily 


3. 


S-mp 



J II 


"und ; 


final message- 


76500 

89 1 42 


(from "yatzbuoh") 

(from "block") 

(acid without carrying ) 


Sample message f??ora,e*g. Mexico embassy to Berlin Foreign Office; 

(cable address) (msg„ no # ) (day of month) (block no. ) (page nq) 
"Auswartige Berlin. 1 55/24 §1/'!)K 

XXXXX XXXXX XXXXj .... * etc. (coded mesaago)xxX;-J£ JlXXaX 00020" 

(no. of secret groups) 

Note that the group indicating "block" and page nunioer was usually 
a A digit group— -possibly always. Also if ’chi- group was followed im- 
mediately by a plain text "zwoi "( two ) 9 this meant that the 2nd half of 
the page- the last 24 groups- wer- being used. This 'was sometimes done 
when the supply of pads ran short. 



4t Decoding 

The process is obvious from the above dincu it only involves doing 
the process in reverse; 

1 ) proper cipher page is selected and the groups are subtracted 

' rWWArtMl 

from tho message 1 roues. 


O w 


2 ) Thf- P 1 e s ul t s numb e r groups whi ch a r o turned i nt o wo rds by 1 o oki ng 
up the numbers in the "Satzbuch". 


/ As long as the cipher pads are secret and not in unauthorized hands, 
the German Foreign Office felt the above code to 00 highly secure. 


ii. 

( 5 Crouhcf T or id 4 to") 


This is a nxoro uonip.1 i oatcu method of >cu-rnH ^ wnmh 
following • 

1 • The Sat jsbuch ( de ; : cri b eh a oove; 

*. / 

2„ A cipher book ol two typos,- 

a. "Tange ns Taf cl "(tangent table) T.T* 

b. "Grad Tafol" (aegree or graduated. rablo)G. T, 

Either or both nay bo used* 


nviV 


UP r of* the 


3* "Sohlusselblock" (key pad) 


bv 


This system involve t ;1 -coding 
me e aucure by addin. .j numbers from 
rmssnge an indicator a;, to how the cut 
* key pad" is upeci* 



use ox 

the cipi 

or book 


? "Satzbuch ",2-making the 
r books ,3~including in the 
was used. In the latter, the 


> 
c 

r+- 

or 

o 

4? 

5. 



TTn 

c? 


4 j 


f'TCin 


•j 


h Sat?'uUO>‘" 

Mfl ’ -» '( » ■V'^W 

Thai; is first used to 
as in the "Block" system* 


change 1 or d: and phrases into -5 digit 


2 , Cipher books 


» *w6--«6 

Since two books were used, variations were ;ot£>ible 


a* 


Using o nly th e "T a ngeng Tafol "( tango nt t Able ) 

(This was used in Lexica city up until 1940 and possibly 

thereafter, according to the informant*) 

Description of "Tan gen j T af e 1 11 j Thi s is a 100 or 200(?) page 

book which served as a substitute for a cipher pad, i.e. . it provided groups 

Vif 5 frits t' he ’added to the "cab chuck" occults., He oh ■pcy.cho-. moisted of ;50 

•linus* which ‘Vcrc* oonseutftivoly* itj_ Lowed rv beat the c at ire L •. : k cantc.incd 

dO-i COG (or 9999) lilies? (inforoiant -vc.s no t sure of- mu .tber ei page s .iiiw ' os it ivo 

.fclr'.t ur.ch 'c ] r.J 50 line;;. ; iid thf.t the lines wore nunberud only in 4 dibits- 

#- ■* W 

t. ) ^ ■ ■ • ' * 

groups of 3 digit numbers. Exa..ple of pa c 1 0 

Random Groups 

56142 61513 00412 0 S 1 Ti 7153 S 63254 


/“} "P T“ L 




1 t-i 


^ -j ^ #*• J> *Oi ol 

Each lino had 6 
line no. 




C’ r, 02 


7 
- 1 v 


3 ft Q ft 
0050 


.19 6. . » o n o *«a. » c « « 3 a 


• • • a o • e o o 


(300 random groups per page) 

.0.9 • at • • 6 0 • • 0 0 0 9 6 9. 66069 *.*#• 
60060 0 6 6 0 6 • • A & 6 60069 06900 60066 


page 2 

G 051 

00.52 

) O I I 

0100 


MM « « « « 0 O ft « ft 


#6000 


ft 0 


• 6*3 0 ft • ft 0 0 0 £ C t * Jl & 0 3 0 0 • « ft C 0 0 a # 


• 00 to*## • i • j # 


9« M v © ft • 0 0 ft 0 


page 101 
line no. 



0502 

• « M 

0550 


Rando m Gr ou r <3 

54968 49597 OO69O 04999 39572 47056 


*••0* 9 


ft 9 « C 9 c* C 0 ft 0 W 00*9# ft ft • 


j • c 1 a nits • • * t o 


o n a o u ftft^o* • * ft o # 


n 

t-> 


ft ft ft O 0 ft ft ♦ ft 3 0 ft ft 0 ft C0OPO# O J O S 3 # ft 0 * ft 

(Compare lime 0501 with 0001 and note that the numbers are correlated 
o that when added together they ewm 1 00000. Further explanation later) 


Encodi ng the messag e; In encoding from the Tangens Tafal, to the 
Satzbuch result is added 2 groups from the Tange ns lafel® The code worker 
arbitrarily chocs od 2 lines from the T.T. (He Lea 9999 to choose from). 

He adds the groups of both these lines to the Satzbuch group* Example: 


l 


.am u OXX 


and 


Satzbuch no* for !, und" 

1) Prom line 0412(o.g, ) 





*T *1 » i 


DECLASSIFIED 


II. 


OR UJiDV ER J A t JRhh 

(Tiround fT or in « ) 

This is a mor a 001 up .1 :i ou tod -tie t ho dor * : ^ <■ •.. . .1 r -^ ■** Jv* • ; h 

foil Owing • 

* * * 

1 • The t>at zbuc h f d c j c r i b e d a j o v e v ; 

\ / 

A cipher hook 01 two typo’s* 

a, "Tango fis Taful" (tangent table) T.T, 

b, 11 Qrad Tafcl” (degree or graduated table }G, T. 

Either or both nay oe used. 

3 . "S chlus s u lb 1 o ok N ( key pad ) 


nvi lr 


i . 

* - *> 


i,ifi t of f;ha 


9 


Ti 

W-p 


This system involves. ; 1 * coding by us 
message secure by adding numbers from the 
message an indicator at- to how the cipher 
} Key pad” is used* 


of the "BatEbuch %2~making the 
cipher books ,3-incIuding in the 
book was used. In the latter , the 


I a 


S - !■ l-ro 1 , . V. 
UJ W -A ' ! s 


* ** ^ B ^ _ 

Thin is first used to change worth and phrases into 5 digit 


groups as in the "block" system 


2, Cipher books 

Since two books were used, Snstriations wn; possible, 
a a Ue i ng o nly the "Tanggns To fol w ( tango nt til Xc ) 

"(This was used in : s [exiao city up until 1940 and possibly 
thereafter, according to tlEJ infcrinani. ) 
description of M T an go-w T • if e 1 n ; This is a 100 or 200(?) page 
book \ li oh sowed as a substitute for a cipher oarl, i.o. « it provided groupa' 

*■* • i, ' ■ * -L 

f : i f f > d ’ ' i t a t * he ' add e i 1 t o t he ■ 11 a a b oh ucl :.e s ul f c . 3* eh ■ >: ye ■■* .c o ns’is ted of 50 


lintswgiieh were o wise o? b ivcly - no Tiered s* bkut lho entire 


ic 


c ntained 


10jbGO(nr 9999) line a 2 ( Ini’ oar. cant • ‘ ;; .a nut sure of- number ff pages hut - positive 
■that each page leal 50 l;uies» : nd that the linos vrero numbered only in 4 digits 1 

3*) 


■JLf |^F 


i n j from owl 


y a 



Each lino had 6 roups of 5 digit numbers. Example o£ 


pa, c 

Jr < -» 


i 


lino no, 
0001 
0002 
0003 
J 14 0 

0030 


Random Group a 


56142 6I3I3 00412 Obi 11 71553 63254 

0 act • • e r, o tooae & « • a o • • • • o ft • t> o o 

f 300 random groups per page) 


• ••to 


* * * © 0 • • C 0 («•«• ■ ft * * <1 ••••• 

• ••• * a ft © « 9 ® • 0 0 « * « c • • • • • 


page 

0051 

0052 

3 0*1 

0100 


• •••a • • • « a otto* 

ft ft C ft ft • t tOO Q ft ft ft ft 


ft O O 5 0 ft • ft 4 ft ft ft ft 

i • ft ft ft ft ft • i • • • ft 


* * • 1 o Cftioo oat c t a » ® ® a Does* eoao 


ft •• a e 


i 0 11 ft ft 9 0 • v ft 0 ft & ft 


page 101 

line no. 



0502 


* * * 


0550 

(Compare lane 
so tbit whan added 


Ran dom Gr oups 

54968 49597 OO 69 O 04999 39572 47056 

• ••Oft ••••• © ft ft £ ft & 0 0 ft ft £ 0 ft ft ft ft ft © ft ft ft 

■ • q ft a • • • • 9 • • t e a *ooeo • •.?•• • • • ® • 

ft ft ft ft ft ft ft » ft 0 O « ft 0 0 O 9000 ft 09069 © ft 0 # • 

0501 with 0001 and note that ths numbers are correlated 
together they ewual 00000. Further explanation later) 


E ncodi n g the mus aaga; In encoding from the Tange ns Tafel, to the 
Satzbuch result ie added 2 groups from the Tange ns Tafel* The code worker 
arbitrarily chooacd £ lines from the T.T. (fie hr a 9999 'to choorto from). 

He adds the groups; of both these lines to the Satzbuch group. Example; 


I lain tex t 

Satzbuch no. for "und" 

1) From line 041 2(u. g. ) 

of T.T. 

2 ) » " 701 5 (e. g. )of 


u n.d 


7 6 5U0 


56543 


Q * 


Add the 
Do not carry. 



"tile: i. j- n/s. 1. me s ) 
enoodod as above • 


- 1 . 


■ >i i , s 


g; 


U 


err - nne TA 


uh~i r*l\ hr.vo boon 


Any two lines in tin. T. T. ra y bo chosen ay encoder. One starts rath 
the first group in that true ana odds the random croups found there (6 
to a line) consecutively. If the : ago ir longer than 6 groups the 
groups in the following linos arc used* I second line if tm-n chased and 
another series of vrouns added to the messages • 


Indicating of linos at T.T. . hi eh man 


used. 2 This is indicated 


in the final message by a errouD of S 




f. r- A A S V V O i 

• / c - *■ A i ■-! i it .l o U 


The first A indicate the 1 ,.t line used i 1 the la. t if indicate 


the 2nd lino (cf groups in tin.- T, f . ) which v:n;; used. 

. ' n . / . u ...» 


’ 1 ' * , % 


I .-JU -- „■ 

Lo I* tu v l* t X m 


arrj 

4 - j 
0 -w J 


n . 

.1 ■ L <% * %j 


, f 


l a 


I, 1 ) Liu.. u *. i /. e. i 

the oo 


JL !. 




,1 1. 1 i nan i ■ 

t; hie 
13 r.I ho: 


r* nfir r -» 

j. 




■I 


a. 


■ '•! .t l 

i 


m . i _ j» 


«*« 


i - i f 

u S ,bi t L i 


■: 


3-4 




c *7 

r '7 k .,/a 

i 

t 


l - ; ” vrj 


43 C :: 
/i Gy 

* d J 
O > .. f 


r- ’ 


J ./ 
i ■ V 


4 'J 

t . 

; c 


541 5 

4022 

t t * i 


1 3 


J 

- ft 


II 

■('ft 

V 

*4 --J «* . ■ * 

j- L 

1 ■ {' r. k 

e-’ 2)c >h\ 

mrtia;; res 

t 

. 1 . 

U .4 1 

- 1 

m 

« i a 




^ 31 

•i r 

J" 

r;n ,:.!e 

. i . 

• 

- 


*' M 
l * 

:i 2 

■ s i'j’, i t: 

^ I *£ 

>r each 

: ■ ;nth.“ 

i w . 

a. 

' j \* 

~t * 

built 1 

1 | w . 

i 

the JLVr 

i 

W 1 t ‘ / ' t T ' 

,e j- 

** 

- V . 

'1 O 

] ; 

1 

r. ' (V : i 

* :lx . t 

* 

■dc .00.1: 

\ 

/ pS- 

;.i 

> 

* i * 

J-'-' 

L . 

✓ 

1 1 I’ 1 r. 

n : line □ 

d i 

it 

pi’ u )S 

u. 

* ■ £"' “v"'* 

r L1 

i-Ifi.e , 



J 




••>50 


• W - * • O ft D 


31 


» ■ - 
Tl 


any ca 
month 


^ w j 0 ft 

2,~ ( i - * 

xUlU 1 C/-Lgg.\ 

PuoupG par lii.u 


This is used a., the first stop in di spurning tire numbers of the lines 

-C • w j J' 


Lhti T. 

T. whach 

■were 

use a in 

‘JjT 

‘i 

J . 

J. T- ■ 

v 

U- 1 

U ^ .v . > 
i 

■V'l 

JL» 

. > h- 

f ' ; 

- i* • j 

, mx 

dip Of: 

■O lilies 

04 

701 i 

of the T 

0 

T. were used 


1 - 1 - 

Jk 

he 

j tiuihiib 

-.he 

• ■ 

0 ■ 

1 

: erd 

on 

January 

4th 




0412 

701 -j 













add* 


71 a 

40 a 













result : 


7551 

1057 












* 

li 

.i) Use o 

a 

-L 

tail 

c on cafe 

er 

ol 

f T1 

X ft 

h 









Koto 

t 

hat t. 

he lines 

us ud 

. ir 


rp 

- 1 

T. 

to 

encode 

the must 

. ege 

been 

encoded 

f 

ron t. 

he small 

ci 

■ 0 h 

1 ■ 

pad 

8 0 


to 

res 

alt 

in an 8 

dig 


s is now convert a 


use of u table printed on thu inside cover of the T.T. This may be c c 
the Line Key Table (LKT) It contains : 1 ) the numbers 01 to 93a 2) with 
two letters given - a vowel and : ccnaomnt - to equal each number. 1C 

jLt 

conaonantfl and 5 vowels were used. Jnfor an b could not recall exact 
consonants. 


L T,. .i v * f r i * fc »T ’3 

Uwf.Xj luX 1 * J 1. J-Ui 


AB-01 

FA-1 1 

BB-21 

-31 


AP-02 

PS- 1 2 

EF- 



AG "0 3 

FI-1 3 

EG- 



A N- -04 

10—1 A 




AZ-05 

FU-1 5 




BA-0 6- 

GA-1 6 




BE -07 

GE~1 7 


T-TTf 1 a 7 
i.Ud J f 


31-08 

GI-1 8 




BO-Oy 

GO-1 $ 




BTJ-1 0 

GU-20 

O 

* 

« 

►*2j-P 

-50 

-51 

-6l 

-71 

Pd 

W U 1 

PA-9 1 


pjb 

PI 

P0 

PU 


-i d 


line* numbers which have already been encoded 
from small cipher pad are now converted to letters £8 
use of above table, E.G. 

75 91 10 57 

NU PA BU Kci 

Pinal line indicator it appears in the message. 


by adding numbers 
letter group) thru 


Sample final message* 


,! Auawartige Berlin 

05754 7128Q 54321 ■ 


mag. 


no . 


Dat Q 


141/04 


Ko. of key 
cipher pad 
of M°»uned( small) 

41 604 


T.T. 

line £5 
indicator 
NIK A3UH3 


o « e • m * p # e 1 « « c # • uom 0 o 0 • e tot 


• a * 


3 t « O i Q - 


* ♦ 0 • • 0 


00QXX” 

no. of socret groups 


Deco dings ; 

1 ) The decode requires the receiver to have a duplicate small 
cipher pad, the number of which i3 indicated by the second number group, 
(see example above), it a Loo requires an exact, duplicate Tafcgena Tq.fel, 


2) The number groups from the T.T, which were added to the message 
are determined flora the 8 letter group (group 3) in the message: 

a) Letters are changed to numbers from the table on the cover 
of the T.T, b) From these 8 numbers are subtracted the appropriate numbers 
on the small cipher pad; c) to result in two groups of 4 numbers which 
indicate lines in T.T. from which groups have been added to the message. 


3) At this point a procedure is introduced which simplifies the 
mechanical work of decoding. RatJjor than subtracting twice (i, e, subtract- 
ing each group which had been added in encoding) the T.T, is so constructed 
as to permit decoding by addition process only. 5000 is added to each of 
the line indicators resulting in <- new line indicator (a complementary 
line i ndica t or;) . Then the two seta of groups indicated by the "complementary' 
line indicator" are a dded to rather r.han subtractod from the encoded message. 
This results,’ hcftVovcr,’ in totaling up to the same nunber( Sat zbuoh number) 
as v/as found in the original message. 

This process of the Tangens Ta.fel is called its secret. It is 
quite simple, however, The first 5000 lines of numbers (chosen by lottery) 
aro complement od by the nex$ 5000. The latter 5000 are so made up as to 1 
result in 0000 when added to the 5000th line preceding it, Seo example 
on pages 1 and 2 (supra) 


ji-rst group on line 0001 when added to first group on line 5001 
will equal 0000. Same is true of 4th group on lines 3433 and &,33» Tor 
example. etc. SO - 


when 5000 is added 
complementary lines ia added 
groups used in encoding) the 


to line indicators and. the groups in these 
to the message (rather than subtracting the 
desired result is achieved. 


4) Upon completing the above, the message ie readily changed 
from numbors to words by use of the "Satzbuch", resulting in the original 
plain text message. 

b- G rad Tafel (G, T. ) Variations 
According to informant, the G T, is identical in theory to 
the T.T. but merely uses different numbers. It may be used alone or in 
conjunction with the T.T. je.g. one line of groups may be used from the 
T.T. and a second line from the G. T. The system used oy the p,0« was varied 


/* J 


TO? OuiiCiT ,T 


but no difficult 


V 


XiZi 


encountered 


th , correct current procedure. 

•i- 


fi- 


le nr; a a 


o a t h enco dei n ri / . < 1 c o d t r fa 11 O' r 


Coremunts oi info*, in :t 


T. T. and a. T 


i T ■* 


ten i; i e garde- 


i . 


secure* He, r ever v it i 


The key 


troulrleauno end tiac-consuiiiin;: both in encoding ui decoding 

■ v .i t j ‘.e 

the security of the ay: ten lice in the f-: nil cipher pad which is used 
disguise the line indie; itorm 


to 

to 


■ 


DECLASSIFIED 


